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Chuong 1: Thong tin vé 16 hong Microsoft Exchange Server

1.1. Téng quan

Email 1a cong cu trao doi thdng tin pho bién dugc hau hét cac co quan to chic
sir dung. Hién nay, Microsoft Exchange Server la ing dung thu dién tir sir dung
nhiéu trong co quan t6 chirc dé quan Iy hé théng thu dién tir. Ung dung Mail
Exchange caa Microsoft 1a mét trong nhiing cng cu duge danh gia cao béi tinh 6n
dinh, an toan va bao mat cao ma dich vu mail nay mang lai. Do vay, céng cu nay la
muc tiéu hang dau ma déi twong tin cdng nham dén dé danh cap thong tin nhay cam.

Ngay 02/03/2021, Microsoft da cong bd ban va cho cac 16 hong bao mat
(CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065) anh
huang nghiém treng dén may chu Microsoft Exchange. Céc 16 hong nay anh huong
tGi cac phién ban Microsoft Exchange Server 2013/2016/2019, cho phép dbi tuong
tan cong truy cap vao may chu hé thdng, thuc thi ma tir xa.

Trung tdm Giam sét an toan khdng gian mang qudc gia (NCSC) di ¢o vin
ban s6 11 /NCSC —DTPT vao ngay 03/03/2021 canh béo rong réi vé 16 hong bao
mat nay.

1.2.  Théng tin cac 1§ hong bao mat

Link tham khao

TT CVE Mo ta .
hwéng dan
CVE-2021- | Diém CVSS: 9.1 (cao) https://msrc.microsoft.
1 26855 Cho phép doi tuong tan cong | com/update-guide/en-

Y S US/vulnerability/ CVE-

thuc hién tan cong SSRF 2021-26855
Pbiém CVSS: 7.8 (cao) https://msrc.microsoft.

L6i insecure deserialization, cho | com/update-
2 | CVE-2021- guide/vulnerability/CV

26857 phép doi tugng tan cong thuc thi E-2021-26857

ma vai quyén hé thong.

biem CVSS: 7.8 (cao) https://msrc.microsoft.
3 CVE-2021- | Cho phép doi tugng tan cong ghi | com/update-

26858 e . guide/vulnerability/CV
file tuy y sau xac thuc. E-2021-26858
Piém CVSS: 7.8 (cao) https://msrc.microsoft.
4 CV2E7—0260521— Cho phép doi tugng tan cong ghi com/update-

file tuy y sau x&c thuc.
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guide/vulnerability/CV
E-2021-27065

1.3.

Thoéng tin cac phién ban anh hwéng va ban va

TT

Phién ban anh hwéng

Ban cap nhat

Exchange Server 2013

https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-
kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b

Exchange Server 2016

https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-
kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b

Exchange Server 2019

https://support.microsoft.com/en-
us/topic/description-of-the-security-
update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-
kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b
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Chuong 2: Hwéng din khic phuc
Quy trinh cac budc thuc hién khic phuc nhu sau:
- Bugc 1: Xac dinh hé théng ¢ ton tai 16 hong hay khéng
- Budc 2: Kiém tra tim kiém céc dau hiéu bj khai thac
- Buéc 3: Néu ton tai 16 hong, cap nhat ban va

- Buéc 4: Trong truong hop chua thé cap nhat ngay, thuc hién céc bién phap
khic phuc thay thé




2.1. Huéng din xac dinh 16 hdng c6 trén hé théng hay khong

Quy don vi c6 thé kiém tra hé théng may chu thu dién tir c6 ton tai 16 hong
hay khoéng bang cong cu Trung tim NCSC di xdy dung tai dia chi
https://khonggianmang.vn/check-proxylogon

@, TRUNG TAM GIAM SAT AN TOAN
: KHONG GIAN MANG QUOC GIA

CONG CU KIEM TRA LO HONG
PROXYLOGON

Nhap vao tén mién dia chi mail sau d6 nhan KIEM TRA, néu hé théng cé
16i s& nhan dugc théng bao:

© Nguy hiém

Hé thong ton tai 15 héng ProxyLogon, ban nén thuc hién va 16i s6m nhat c6 thé

2.2. Hwéng din cac bwéc phat hién dau hiéu khai thac

Pé gitip diéu tra phét hién dau hiéu tan céng, Microsoft da phat hanh mot
tap Iénh PowerShell cé tén la Test-ProxyLogon.psl tai dia chi:
https://github.com/microsoft/CSS-Exchange/tree/main/Security
Quy don vi tai xudng va thuc hién theo huéng dan sau:

- M¢ “Exchange Management Shell”
- Kiém tra tat ca cac may chi Exchange ctia Quy don vi va luu logs vao
may tinh sir dung Iénh:

Get-ExchangeServer | [path_to_ps_script] -OutPath [path_to_output_folder]
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rs\Administrator\Desktop\Test-ProxylLogon.psl

hell 1@.1 RpcHttp

[path_to_ps_scrpt] [path_to_output_folder]

tan céng: CVE, file logs [néu
6]

Vao thu muc duoc luu logs dé xem chi tiét:

lags

& Mame Date modified Type Size
| CVE-MAILEX-Cve-2021-26855.csv 3/15/2021 10:40 PM CSV File TKB
=| CVE-MAILEX-Cve-2021-27065.l0g 3/13/2021 1040 PM Text Document 1 KB
| CVE-MAILEX-LogAgeDays.csv 3/13/2021 10:40 PM - CSV File I KB

- Néu chi muén kiém tra may cha cuc bd va luu logs, st dung lénh:

[path_to ps_script] -OutPath [path_to output folder]

oph
Oab 18.1 Owa 17.9 OwaWgl 8.1 Powers

[path_to_output_folder]

[path_to_ps_scpt]

logs [éu cd]

Vao thu muc duoc luu logs dé xem chi tiét két qua:

» logs v O
() MName Date modified Type Size
55
| CVE-MAILEX-Cve-2021-26855.csv 3/15/2021 11:08 PM  CSV File TKE
=| CVE-MAILEX-Cve-2021-27065.l0g 3/15/2021 11:08 PM  Text Document | KB
s | CVE-MAILEX-LogAgeDays.csv 3/15/2021 11:08 PM  CSV File 1 KB
ts

- Pé kiém tra may chua cuc bg, sao chép céc tép tin va log da xac dinh, truy cap
vao OutPath:
[path_to ps_script] -OutPath [path_to output_folder]

[path_to_ps_scopt] [path_to_output foldes]

dministrator\Desktop\Test-ProxylLogon.psl
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Vao thu muc duoc luu logs dé xem chi tiét két qua:

logs
~
() MName Date medified Type Size
| CollectedLogFiles 3/15/2021 11:30 PM - File folder
M_w| CVE-MAILEX-Cve-2021-26855.csv 3/15/2021 11:30 PM TSV File TKB
- CVE-MAILEX-Cve-2021-27065.l0g 3/15/2021 11:30 PM Text Document 1 KB
| CVE-MAILEX-LogAgeDays.csv 3/15/2021 11:30 PM - C5V File 1 KB

- Pé kiém tra may chu cuc bo va hién thi két qua ma khong luu, st dung lénh:

[path_to_ps_script] -DisplayOnly

wershell 18.1 RpcHttp 17.9

Trong trudng hop nay, céc file log chi tiét s& khong duoc luu lai
2.3. Huéng din cap nhat ban va
Microsoft dd phat hanh ban va cho 156 hong ProxyLogon, cac quan tri vién
nén cap nhat ngay khi c6 thé. Cac budc thuc hién theo khuyén nghi cua Microsoft
(https://techcommunity.microsoft.com/t5/exchange-team-blog/march-2021-
exchange-server-security-updates-for-older-cumulative/ba-p/2192020) nhu sau:

- Kiém tra phién ban Exchange hién tai: Vao chirc ning Start > Microsoft
Exchange Server > Exchange Management Shell rdéi gd lénh Get-
ExchangeServer | Format-List AdminDisplayVersion d& xem phién ban
Exchange hién tai trén hé thong

- Tai vé ban cap nhat ang vai phién ban hién tai caa hé thng tai:
https://support.microsoft.com/en-us/topic/description-of-the-security-update-
for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-

kb5000871-9800a6bb-0a21-4ee7-bh9da-fa85b3e1d23b
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https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-fa85b3e1d23b
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V6 hiéu hda phan mém antivirus: Mo PowerShell va nhap lénh Uninstall-
WindowsFeature -Name Windows-Defender rdi nhan Enter. Sau khi thuc
hién xong Iénh > Restart lai may tinh

=

windows Powershe ] ] ]
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:“\Usersh\Administrator> Uninstall-WindowsFeature Windows-Defender

Success Restart Needed Exit Code Feature Result

Real-time protection is turned off. You should turn it on. Scan options:

@ Quick
OFull

@ Real-time protection: off
@ Virus and spyware definitions: Up to date

Turn on

O\ Scan details
L:

ast scan: Today at 2:28 AM (Quick scan)

Chay file cai dit (file .msp) da tai vé bang Command Prompt véi quyén quan
tri:

o Nhap cmd trong hop tim kiém trong Windows > kich chuét phai vao
Command Prompt > Run as administrator > Yes > nhap duong dan
tuyét d6i cua file .msp da tai vé vao giao dién Command Prompt roi
nhan Enter dé cai dit ban cap nhat.

o Cho cho dén khi qua trinh chuan bi cai dit hoan tat roi nhan Next > |
accept the License Terms > Next > Cho dén khi qua trinh cap nhat
hoan tat > Finish.

Kich hoat lai phan mém antivrus bang lénh Install-WindowsFeature -Name
Windows-Defender rdi nhan Enter va khai dong lai hé théng dé hoan tat qué
trinh cap nhat.




ﬁ Exchange Server 2016 Security Update Setup X

Setup Wizard for Security Update for
Exchange Server 2016 Cumulative Update
11 (KB5000871) Completed

To exit the Setup Wizard, dick Finish.

- Kiém tra lai hé thong da duoc va 15i sau khi cap nhat ban va chua theo huéng
dan trong muc 2.1.

2.4. Hwéng dan cac bwéc khic phuc giam thiéu

Trong trudng hop chua thé cap nhat ban va ngay, Quy don vi ¢ thé sir
dung bién phap thay thé tam thoi nham giam thiéu tac dong. Tuy nhién cac bién
phap nay khong phai 1a bién phap khic phuc trong truong hop cac may cha
Exchange d3 bi tin cong va cling khong dam bao s& bao vé hé thong mot cach
toan dién khoi cudc tin cong. Trung tdm NCSC khuyén nghi don vi thuc hién cac
budc diéu tra song song hoic sau khi &p dung cac bién phap giam thiéu thay thé.

CoOng cu str dung: “one-click mitigation tool” (Exchange On-premises
Mitigation Tool) cta Microsoft cO tai: https://github.com/microsoft/CSS-
Exchange/releases/latest/download/EOMT.psl

Ghi cha: - Tap lénh nay dung dé xtr ly giam thiéu rai ro ddi véi CVE-
2021-26855 — diém bat dau caa chudi 4 16 hong
- Viéc str dung cong cu nay chua phat hién ra cac anh huong dén chirc ning cua
may chu Exchange.

Pé chay cong cu Exchange On-premises Mitigation Tool (EOMT), can:

- Co thé két ndi Internet ra bén ngoai tir may chu Exchange (dé tai xuéng
Microsoft Safety Scanner va 11S URL Rewrite Module).
- Tap lénh PowerShell (EOMT.ps1) phai chay dugi quyén Administrator.
C4c yéu cau vé hé thong:

- PowerShell tir phién ban 3 tré I1én
- IS tir phién ban 7.5 tro 1én
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- Exchange 2013, 2016, 2019
- Windows Server 2008 R2, Server 2012, Server 2012 R2, Server 20186,
Server 2019

Hudng dan sir dung cong cu EOMT:

e Dé chay tool & ché d6 mic dinh, chay cau lénh sau:
[path_to_ps_script]

Ché do mic dinh s& thuc hién céc viéc sau:

> Kiém tra xem may chu cta ban cd d& bi tin céng hay khong dua
trén ban va cap nhat hoac phién ban Exchange

> Tai xudng va cai dit cong cu 11S URL rewrite.

> Ap dung URL Rewrite Mitigation (chi khi c6 16 hong).

> Chay Microsoft Safety Scanner & ché d6 "Quét nhanh".

E¥ Select Administrator: Windows PowerShell - [m] X

e Dé khoi phuc URL Rewrite Mitigation, chay cau Iénh sau:
[path_to_ps_script] -RollbackMitigation

SKEOP Y EOM | . ps1

[path_to_ps_scopt]
W EOMT

d the at C:\EOMTSummary

e Néu chi muén Chay Microsoft Safety Scanner & ché d6 "Quét toan bo",
chay cau Iénh sau:
[path_to ps_script] -RunFullScan -DoNotRunMitigation

pping =
rtin TP on CV LE> [path_to_ps_scapt]




Ghi chl: Nén chay cau 1énh nay khi qud trinh quét nhanh ban dau phét hién ra
cac ddu hiéu cuia cugc tan cong. Qua trinh quét toan bé c6 thé mdt vai gio hodc
vai ngay dé hoan thanh.

Ngoai ra Quy don vi ¢ thé tham khao cac bién phap giam thiéu (tai phu
luc kém theo).

Tong két:
Trén day 1a cac budc thuc hién khic phuc 16 héng. Trong trudng hop phat
hién da bi tin cong, Quy don vi can ra soat va xu ly ngay.

Ngoai kiém tra va cap nhat ban v4, Trung tdm Giam sat an toan khdng gian
mang quéc gia (NCSC) khuyén nghi Quy don vi nén cai dt thém cong cu ra quét,
loai bé ma doc dé kiém tra thém.

Tham khao cbéng cu cta Microsoft tai dia chi: https://docs.microsoft.com/en-
us/windows/security/threat-protection/intelligence/safety-scanner-download

Bén canh d6, “HE THONG CANH BAO PIEM YEU VA RA SOAT LO
HONG BAO MAT TU DONG” cua Trung tdm NCSC tai dia chi:
https://service khonggianmang.vn/ ciing hd tro Quy don vi giam sat, theo ddi hé
théng ctia minh dé c6 cac canh béo sém, tir d6 dua ra cac phuong an xu Iy kip
thoi véi cac chiic nang nhu: ra quét chu dong (canh bao cac dia chi IP bi anh
huong, cac 16 hong ton tai), tin tac canh béo ky thuat,. ..



https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-scanner-download
https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/safety-scanner-download

Phu luc
Hwéng din cac buéc giam thiéu khic phuc khac (khéng sir dung cong cu)
Cac bién phap giam thiéu bao gom:

e Trién khai mot 11S Re-Write Rule dé loc cac yéu cau https doc hai
e V0 hiéu héa Unified Messaging (UM)

e V0 hiéu hda Exchange Control Panel (ECP) VDir

e V0 hiéu hoa Offline Address Book (OAB) Vdir

Cac bién phap nay hiéu qua trong viéc giam thiéu nguy co tin cong da biét
trong thoi gian gan day, nhung khong dam bao 12 c6 thé thay thé va phong chéng
hoan toan vao céc khai thac c6 thé xay ra dbi véi 16 hong nay. Pay 1a bién phép
tam thoi cho dén khi c6 thé va hoan toan cac may cha Exchange, Trung tam
NCSC khuyén nghi nén ap dung tat ca bién phap néu trén.

Ghi chu: Cac bién phap nay c6 thé dugc ap dung hoic khoi phuc lai bang
cach sir dung tap lénh ExchangeMitigations.psiva c6 mot sé tac dong d6i voi
churc nang cia may cha Exchange.

1. Backend Cookie Mitigation (ap dung cho CVE-2021-26855)

- M6 ta: Bién phap nay s& loc cac yéu cau https c6 chira X-AnonResource-
Backend doc hai va cookie X-BEResource khong dung dinh dang (duoc phat hién
st dung trong cac cudc tin cdng SSRF trén Internet). Biéu nay s& gidp chdng lai
cac mo hinh di biét nhung khong phai 1 toan bo SSRF.

- Yéu cau: M6-dun URL Rewrite

Pbi véi 11S phién ban 10 tro 1én nén st dung URL Rewrite Module 2.1 (x86
va x64), tai xudng tai:

https://www.iis.net/downloads/microsoft/url-rewrite

Pbi véi 11S phién ban 8.5 tré xuéng nén sir dung URL Rewrite Module 2.0,
tai xuéng tai:

x86: https://www.microsoft.com/en-us/download/details.aspx?id=5747

X64: https://www.microsoft.com/en-us/download/details.aspx?id=7435
- Anh hwéng: Chua phat hién cac anh huong dbi voi chitc niang cia may chu
Exchange néu md-dun URL Rewrite duoc cai dit.

Céc 11S Rewrite rule s& bi x6a sau khi Exchange duoc nang cip va bién
phap nay sé can dugc ap dung lai néu ban va bao mat chua dugc cai dat.



https://github.com/microsoft/CSS-Exchange/blob/main/Security/
https://www.iis.net/downloads/microsoft/url-rewrite
https://www.microsoft.com/en-us/download/details.aspx?id=5747
https://www.microsoft.com/en-us/download/details.aspx?id=7435

2. Unified Messaging Mitigation (ap dung cho CVE-2021-26857)

- M6 ta: Bién phép nay sé v6 hiéu hoa dich vu Unified Messaging va dich vu
Exchange Managed Availability trong Exchange.

- Anh hwéng: Unified Messaging/Voicemail nging hoat dong khi céc dich vu
nay bi vo hiéu hoa. Kha nang giam sat nang cao cuia Exchange cling bi v6 hiéu
hoa, do vo hiéu hoa dich vu Microsoft Exchange Managed Availability.

3. ECP Application Pool Mitigation (4p dung cho CVE-2021-27065, CVE-
2021-26858)

- M6 ta: Bién phap nay s€ vé hiéu hoa dich vu Exchange Control Panel (ECP)
Virtual Directory va Microsoft Exchange Managed Availability

- Anh hwéng: Exchange Control Panel s& khong con kha dung. Kha ning giam
sat nang cao cua Exchange ciing bi vo hiéu hoa do dich vu Microsoft Exchange
Managed Availability bi v6 hiéu hoa.

4. OAB Application Pool Mitigation (&p dung cho CVE-2021-27065, CVE-
2021-26858)

- M6 ta: Bién phap nay voé hiéu hda nhom trng dung Offline Address Book (OAB)
va API. Dich vu Microsoft Exchange Managed Availability cling bi v6 hiéu hoa.
- Anh hwéng: OAB s& khdng kha dung, bao géom ca viéc tai xuéng caa OAB boi
Outlook clients. Kha nang giam sat nang cao cua Exchange cling bi v0 hiéu hda,
do vo hiéu hoa dich vu Microsoft Exchange Managed Availability.

Sir dung tap lénh ExchangeMitigations.ps1 dé trién khai cac bién phap trén

- Pé tap lénh nay hoat dong, may chua can phai cai dat 11S URL Rewrite Module,
diéu nay co thé thuc hién khi chay tap lénh ExchangeMitigations.ps1 véi tham
s6 -FullPathToMSI.

Bwéc 1: Kiém tra phién ban cua 11S bang cach ma Window PowerShell va
chay lénh sau:

[System.Diagnostics.FileVersionInfo]::GetVersionInfo(“C:\Windows\system
32\notepad.exe”).FileVersion

J.FileVersion



https://github.com/microsoft/CSS-Exchange/blob/main/Security/
https://github.com/microsoft/CSS-Exchange/blob/main/Security/

Bwéc 2: Tai xudng file cai dat (.msi file) thich hop cho 11S URL Rewrite
Module theo huéng dan & muc 2.4.1.

C6 thé cai dat 11S URL Rewrite Module bang file .msi vira tai xuéng hoic
st dung tham s6 -FullPathToMSI trong qué trinh chay tap lénh.

- Ngoai ra, tap 1énh nay yéu cau chay trén PowerShell phién ban 3.0 hoic cao hon
va phai dugc thuc thi boi PowerShell bing quyén cao hon. Phién ban cua
PowerShell c6 thé dugc kiém tra bang cach ma PowerShell va chay cau Iénh sau:

Get-Host | Select-Object Version

EN Administrator Windows PowerShell

ndows Powershe ) _ ) )
Copyright (C) 2016 Microsoft Corporation. All rights reserwved.

P5S C:hUsershAdministrator= Get-Host | Select-Object Version
WVersion

5.1.14393.18584

PS5 C:ZUsershAdministrator> _

Tai xudng phién ban méi nhat tai: https://github.com/microsoft/CSS-
Exchange/releases/latest/download/ExchangeMitigations.psl

Buwéc 3: M& Window PowerShell bang quyén cao hon va thém exchange
Cmdlets snap-in vao PowerShell hién tai bang cau Iénh:
> Exchange 2007
Add-PSSnapin Microsoft.Exchange.Management.PowerShell. Admin
» Exchange 2010
Add-PSSnapin Microsoft.Exchange.Management.PowerShell.E2010
> Exchange 2013 & 2016
Add-PSSnapin Microsoft.Exchange.Management.PowerShell.Snapin

Pé ap dung:

- Tat ca bién phap khdng cai dat MSI (trong truong hop da cai dat 11IS URL
Rewrite Module), chay céu Iénh sau:

[path_to_ps_script] -WebSiteNames "Default Web Site" -
ApplyAllMitigations



https://github.com/microsoft/CSS-Exchange/releases/latest/download/ExchangeMitigations.ps1
https://github.com/microsoft/CSS-Exchange/releases/latest/download/ExchangeMitigations.ps1
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- Pé &p dung tat ca bién phap, dong thoi cai dat MSI, chay cau lénh sau:
[path_to ps_script] -FullPathToMSI [fullpath_to_msi_file] -WebSiteNames
‘Default Web Site’ -ApplyAllMitigations

(Két qua tuwong tu nhu trudng hop trén)
- Bé ap dung nhiéu hoic mét bién phéap cu thé, chay cau Iénh sau:

[path_to_ps_script] -WebSiteNames "Default Web Site" -
ApplyECPAppPoolMitigation -ApplyOABAppPoolMitigation

Cac tham sd ¢6 thé su dung dé ap dung bién phéap cu thé:

> ApplyBackendCookieMitigation
> ApplyUnifiedMessagingMitigation
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> ApplyECPAppPoolMitigation
» ApplyOABAppPoolMitigation

- Bé khoi phuc nhiéu hozc mét bién phap cu thé, chay cau Iénh sau:

[path_to ps_script] -WebSiteNames "Default Web Site" -
RollbackECPAppPoolMitigation -RollbackOABAppPoolMitigation

Céc tham s6 ¢6 thé sir dung dé ap dung bién phép cu thé:

» RollbackBackendCookieMitigation
» RollbackUnifiedMessagingMitigation
> RollbackECPAppPoolMitigation

» RollbackOABAppPoolMitigation

cac bién phap can khdi phuc

- Bé khoi phuc tat ca cac bién phép, chay cau lénh sau:

[path_to ps_script] -WebSiteNames "Default Web Site" -
RollbackAllMitigations

(Két qua tuwong tu nhu trudng hop trén)




